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Abstract: The e-meterai is an official digital product of the Indonesian government issued by the Directorate
General of Taxation (DGT). Its usage has become increasingly widespread as conventional documentation transitions to
digital formats, serving the same function as its printed counterpart. This product features a quick-response code
embedded with unique Indonesian codes and offers overt, covert, and forensic features. This study aims to experiment
with adding a forensic feature in the form of an invisible watermark. We employed two watermark embedding
techniques, discrete Fourier transform (DFT) and scale-invariant feature transform (SIFT), to determine which is more
suitable for this application. After embedding the watermark, we also simulate various attacks including gaussian noise,
salt and pepper noise, averaging filter, rotation, translation, and speckle noise. For each attack, we calculated with
normalized cross-correlation (NCC) values, obtaining 0.863 and 0.976 for the gaussian noise attack, 0.929 and 0.984 for
the salt and pepper attack, 0.975 and 0.984 for the averaging filter attack, 0.173 and 0.097 for rotation attacks, 0.172
and 0.032 for translation attack, and 0.972 and 0.996 for speckle noise attack, using DFT and SIFT techniques,
respectively.
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Figure 1 E-meterai
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Figure 3 Watermark Image
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Figure 4 The Steps of the DFT Technique
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Figure 5 The Steps of the SIFT Technique
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RAIKEN i, ASSCON I8 A SRS SOKET R, R 518 RGBT Rt X% FRRFE K
BN B Se P 0GB A SCIRIFEXS B K ED B BRI Z R BGl, 5 DFT HoR AT SRAL, s ing . sgdk .
i 5182 b 2 Ja WNRICE G AR BUKED,  IFH NCC (E PP AR, AT PFA 36T SIFT RIKETEOR
WA 2. RSB BRISTE Google Colab % 1c A I H Python 4ifeif & 56 M. WiFhH AR BT FE, WHE 6.

import cv2

import numpy as np

from numpy.fft import fft2, ifft2, fftshift, ifftshift
import matplotlib.pyplot as plt

Figure 6 Library Set
& 6 B

K6 SENT LI MIE: “ov2” FEATRGAE, “numpy” FEATHMAE, “fft” #EMHT DFT
FA, “matplotlib” FEF T2 45 Rl Mtk . SNRXEEY JG, A5 T H DFT HoAREKER A 1E T RGN
R, W 7.

def dft_watermarking(host_image, watermark, alpha=0.1):
dft_image = fft2(host_image)
dft_image_shifted = fftshift(dft_image)
watermark_resized = cv2.resize(watermark, (host_image.shape[1], host_image.shape[@]))
watermarked_dft = dft_image_shifted + alpha * watermark_resized
watermarked_image = ifft2(ifftshift(watermarked_dft)).real
return watermarked_image

Figure 7 DFT Watermarking Function
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def apply sift_watermarking(host_image, watermark)
# Convert images to grayscale
gray_host = cv2.cvtColor(host_image, cv2.COLOR_BGR2GRAY)
gray_watermark = cv2.cvtColor(watermark, cv2.COLOR_BGR2GRAY)

# Initialize SIFT detector
sift = cv2.SIFT_create()

# Detect keypoints and descriptors
kpl, desl = sift.detectAndCompute(gray_host, None)
kp2, des2 = sift.detectAndCompute(gray_watermark, None)

# Use FLANN matcher to match descriptors

index_params = dict(algorithm=1, trees=5)

search_params = dict(checks=58)

flann = cv2.FlannBasedMatcher(index_params, search_params)
matches = flann.knnMatch(des1, des2, k=2)

# Store all good matches as per Lowe's ratio test
good_matches = []
for m, n in matches:
if m.distance < 0.7 * n.distance:
good_matches.append(m)
# Draw matches
result = cv2.drawMatches(host_image,
kpl, watermark,
kp2, good_matches,

Mone, flags=cv2.DrawMatchesFlags_NOT_DRAW_SINGLE_POINTS)
return result

Figure 8 SIFT Watermarking Function
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s FEHIZE T FLANN UGG 3875 P 2 H 3R 1 2 (8] SR RO &, AL iR VLRSI 2R NI Lowe EUAR RS
JEBR B RILAS, HOREATFEVLAC. 2% R HOE AR 1 £ R 5K BT BRI VL G R 2 [E LR, SEBLDLRC SSBE =i R ]
AL, i B R IR AR . X BORGRIEK EN A i HREHRSTH UL BB AR e, 52— P R K RN T BL
s AT IE, A SCEIE THE A B K NCC ER PSR AUKEIER, NCC HH R R HUILIE 9.

def calculate_ncc(imagel, image2):
product = np.mean((imagel - imagel.mean()) * (image2 - image2.mean()))
stds = imagel.std() * image2.std()
if stds ==
return ©
else:
ncc_value = product / stds
return ncc_value

Figure 9 NCC Measurement Function
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Table 1 NCC Values of Each Attack
=1 FRYE T NCC

BR CLIE R R P PIEIRB e PR PR
DFT 0.863 0.929 0.975 0.173 0.172 0.972
SIFT 0.976 0.984 0.984 0.097 0.032 0.996
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