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Abstract: The network security knowledge base standardizes and integrates network security data, providing a
reliable foundation for real-time network security protection solutions. However, current research on network security
knowledge bases mainly focuses on their construction, while the potential to optimize intelligent security services for
real-time network security protection requires further exploration. Therefore, how to effectively utilize the vast amount
of historical knowledge in the field of network security and establish a feedback mechanism to update it in real time,
thereby enhancing the detection capability of security services against malicious traffic, has become an important issue.
Our contribution is fourfold. First, we design a feedback interface to update the knowledge base with information such

as features of attack traffic, detection outcomes from network service functions (NSF), and system resource utilization.
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Second, we introduce a feature selection method that combines PageRank and RandomForest to identify influential
features in the knowledge base and dynamically incorporate them into the NSFs. Third, we propose a path selection
method that combines graph attention network (GAT) and deep reinforcement learning (DRL) to learn the local
knowledge of the knowledge base and determine the optimal traffic path within the Service Function Chains (SFC).
Finally, experimental results demonstrate that the knowledge base can be updated in real time according to feedback
information, and the optimized service achieves an accuracy, recall, and F1 score exceeding 96%. Compared to preset
paths and paths selected using the deep Q-network (DQN) method, our proposed method increases the malicious traffic
detection rate by an average of 12.4% and 4.6%, respectively, enhances the total malicious traffic detection capability
(TMTDC) of the path by 18.1% and 11.5%, and significantly reduces path detection delay. It has been verified that the
proposed intelligent security optimization method can monitor malicious traffic in real time, update knowledge, and
enhance the system's detection capability against malicious traffic.
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Figure 1 Intelligent Security Service Framework
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Figure 2 Data Feedback Diagram
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Table 1 Flow-level Features of DDoS Attacks
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BUOAFE A AR B IR M LS ) Q B, MIZ% IR ERIRA AN, TN ZRZS BT T Besh R 1
Q fH.
RAT IR oK E SR H ANF DDoS B il BB U AE B 1 Je B N\ GAT . 7E GAT 1, BBl 15 s
A MBOL R ILAR R AR IVRHES B, FTL RIS B2 AR 3 s B AT s 2RI R EE 2R
N A Bt 15 25 A it SRR AE
BN A PASAEME B2 h = {h1, h2, ~ ,hN}, hi € RF, HH N R RENERRERSE, FRREE
TSSO RAELERE BB S N B R WL S a1 S AR R A R 1848
ei,j = a(Whi, Whj) (6)
X, W € RF' XF FR IR AR [ o 1200 AR TN T e, R AR RFAE 2% [A) A8
e 2 KRR S 1], AT G 58 s RAE Be s B a() BN R (i) 2 IAVIRAH G
TGO R R el B8 . NREAEI AU I R B AT, AR softmax BREUA—1L,
IR &I TR R R APy = WAL G &7
a i,j = softmax(ei,j) = exp(LeakReLu(a[Whi | Whj]))/ =k €E Ni exp(LeakReLu(a[Whi || Whk]))  (7)
A, | RS AP a AT SEIE, FONERASEInE, KM N2 X F/
RGN SE PR , F T2 2079 iU AT & 2 A AR o B B34 30 a(Whi, Whyj)#RoR a 548 #1
JE T R I AR
TGN AL SR (R 7] B e LA B AR 4 i) B S0 $iE R 180 IR, JRE R RO S, B 1R R A
T RIS L 1 2R S AL

h' i= o(ZjENi «aijWhj) (8)
BT GAT M ZRERHIE R0 SR U 0 8 28 ARy s I 45 2R DL A B0t o FH el e v R 5200 o I O, AR S0y
@7 DRL 353, JFH SFC B AR £ n) @ @ A58 IR A 25 18] B4 23 18] 45 22 5l R F00R) B (1) B 2R AT R e o i 72
(MDP) .
RAS: 78 DRL AEZE Y, CREFRE G AR B PRG0S B . X T SFC B4Rk % in) @, IR 73 18] 1 GAT
4 B PR SR R R R AR W R S R AR R ) VE R R A, TR R N & St=(h' i, &), HPh' i
For E—BrBoilt GAT RG2S Z4FE, & 7R & A He i A I AL 1 %2
BfF: /£ DRL ', NSF i £ i SR SRl 25 R 5] 2 K ahE 23 8] A 7€ N ATi% NSF & A= {1,
,f6}, AFE TR B 51k ig, LSRR S . BRI PAT — AN EERE,  BIHEXS B NSF A #4251
s HIMENIMAGT KB, NIRRT R LR, NI 21k
Jih: DRL B RefiiEd Hiiok B AT IR B 2L E 5ok ok R M. I8, 45 T4 aDIRESE T 54> NSF
B 225 T IE ), ARz shfEs Ok vh T Be v, 1% 0 22505 0 R S A R 2 () i A U 8 g LA S
R AR E ) CPU (AR R, HINEIEELE [ SFC Bt A& R s, g 7573
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Jill, DAMRAE R R AR 2R AR VSR . IE at (22 Jah iR 0e SCan R
t=-o (NSFEEM) ; rt=MTDC + (1 - cpu usage)/n (HAIER) 9)
XA, o AR EIES, MTDC Mk NSF SRS 7, cpu_usage y CPU (HHIZE, n NEHE
FL T4 (¥ NSF $
7E DRL B il ZRid fe b, B RRRTE RIS R A e — DA Smk ik Bl e v 0 3 1 Z MIHUE:
BER UL e MIBERIE R QA RARANME, LL 1- e MBI EEEE MR R R RIS Y . BT Z2MF ML FE
VeGR4, FEBAREBETREIER R, I AN LW kBRI Az, R0 B AR R R I IR
Jt SFC HARIEREMIE R ME, DMELE iR REEAE . PATENESS, MRLAPIRE . B0ME. 2 55 4RREE BRAEN
S0 R MG R R SR TSR, SRR AR T SR B AR S S8 IR 3PP A5 £ i
R P43 2K bR B0E SN
J(O 9 =E[(rt+ v Q(st, argmaxa Q(st+1,a[ 0 )| 0 " 1) = Q(s, at] 6 1))*] (10)
A, 0t 50" RSN 5 HIRMSIISE, v IITET. SURRBUE SCKE B AR5 1
HAs Qi rt+ v Q(st, argmaxa Q(st+1, a] 0 t)] 0 ' 1) 55K B ITAH ML (K14t 1 Q B Q(s, at| 0 )2 [A] 14 5 1R 72 o /)N
PAZAT R R BT SR TH R RS RV A PR AR o A SCR AITBE BE T B S0 SEHOPAG N 2% I S B RAL Bk R 8, AT
B+t= 0t+ B[rt+ v Q(st,argmaxa Q(st+l,a0t) 0 ' t) — Q(s,at 0t)]VQ(s,at 0t) (11)
A, 0+t FORB B T REEIER G IR 24, B R T e g f2 b i F b K S 40
B 2 OV ARESZE B T4 GAT 5 DRL #1454 LUK DDoS Zrdi I ZRIA R : JeWIan i 58 5 2 S 4L,
FHAT R T GAT IUAFIESRIL, ik DRL & Beik L e —5x2E 7 XA EMEACH, BARANFOSIZE, KR
B 250 5057 2% SO ISE BT H AR S, S5 DRAF I R I (A2 D T30 i Y = ) PE A

mu. seigsR

AR SY X T R 8 2 A RS R AN T IR REAT SRR S 4 AT . 5B (—) WA SRR 5B
() WAHETHOEMIERR: 5 (5 WIPAANRERE WA 5 (1D 5% %58 NSF R £ 5 1%
5 SFC MR VLRI RE: 26 (T WiF KRB RS N LA IERE: BJE, NI S %
0 SR AR PEXT AT R RE R, B8 (OX) R T A 4E 5 TMTDC VA 0118 e 58I IS IR -

(—) ELWHE

AT H VMware vSphere #8050 5 . % M HALIZ /T Ubuntu 18.04, 41AC 16 GB WAF5 30 GB 2% 2% [A]
LR B AR — G IREEN. HERE. WakEE. —aHTHERERES ERRENEIDL—6
HARENL. BAESZI 7, H Open vSwitch 5 OpenDaylight #J% SFC, Jiliid Docker SZ3 % NSF [ Rz L4k 8
%

ARSEERIAEL R [ 2 M NSF, 4% NetDDoS taill#8. AppDDoS falll#Hk. Botnet fill ., LDDoS
FI5E . DRDoS A A 51 k8 o PPk RS0, ASCH Python JIA 5 B T B i se F AU, 21 Pt
IR P BB SR AR B 5G RBE T (38 S31% . WU 5 7 2Rk 95 3

(2D PR

S bR FIFE R b EAR I ROR : TRIBAERE . IR KSR, ARRS F1 5. RIS R
RTINS BrbR s 2 (B (55 2R o

WAk, ARSCEE LT T VRS SCR B e br . BRI . B AR I I L 5 S R e A
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A€/ (TMTDC) .« i E kI S AR I 5 e HO M BGERE L. o, i NBERREZR, n K
R ERAEHE, Ti NI 1 R R SEBIEL Ai ARG TP RS E . BRI E R E SN

Detection Rate= =" i=1 Ti/ =" i=1 Ai (12)
BRI ZE: X T —2% SFC P47, BRARAG DN 48 S e i RO, 2 — TS A B AP i As . X (13D
o B AR U 28 5 A
DelaySFC = X Ci=1 dealy(NSFc, NSFc+1) / C (13)
A, C R SFC K, =Ci=1 dealy(NSFc, NSFc+1)# 7~ M4 ¢ 4 NSF 255 (c + 1)1~ NSF A2} 4E,
Bl SFC ##4% b & Beisf a2 Al
TMTDC: ZFRbRMHT i ATk B4 BRI A RE . & PPN AR I ) G F A, 52 SN
TMTDC = X Cc=0 MTDC(NSFc) / C + {Averagel]MTDC(NSFc)] X X Cc=0 MTDC(NSFc) /
(Average]MTDC(NSFc¢)] - C)} /C (14)
Rrf, C NEAHIE T Tk NSF f%E, MTDC(NSFe)%E R ¢ > NSF [ IIAE /1, = Ce=0 MTDC(NSFc)
FoRFTik NSF KLl 68 /12 F1,  Average MTDC(NSFc) |37~ ik NSF PG 6E /7. K0l fg J1 ¥ s i 2 8 40
5 ARPAG HE R R, 8 SN
MTDC=1/(1 = =" i=I Ti/ =" i=1 Ai) (15)
() SHREEH
ik % Ty B AR 5 R AR PR 7 SRR D 5 SR B R HE R R L R R A L R AE ) SR R BER
HabradE CPU L%, WA AR it RS ZE % X R hri@ I Socket 5 M4 Hll | 2 G R A
TR E S G 5 R . O BRI SRR, AN R P O 2 2R R R AR S A AR R . 1 S R
N T AT TS TS S, HP IR TR E 7001 3 Gl DRDoS Al RE) IR Bk

root@ip707:-/detection dataset# python3 detection.acc.receive.py

In listening port 7001...

In listening port 7002...

In listening port 7003...

In listening port 7004...

In listening port 7005...

Data received from port 7001: b'DRDos,2024-01-05.11:11:45,0.996789727126806,0.9996752543840658,3079.3333333117,16.143404960632324, 9345,9238,9235"

Figure 5 Monitoring of Knowledge Base
5 RHUREE AR T 15 L

6 S, YA 4 SRAT i TR U A U R () /root/detectiondataset/drdos-ace.csv, T K R I A
B =ML IR A5 1 0 A T B IR o 50U R B /root/detection dataset/drdos-usage.csv. % s v s G 45 R A
FR IR TR 2 2023-12-29 B8y 2024-01-05, R BRI FE b BB R B AT I 45 2R 5 R ST Bt o5 R 190 8 © 58 1
o

ro‘ot@xpw‘f 1~/detection_dataset# 1s

appddos.csv clean.py detection-usage-receive.py preset_policy_results.py
benchmark_policy_results.py detection-acc-receive.py drdos dynamic_policy_results.py

botnet.csv detection_dataset_receive2 lddos.csv

clean2.py detection_dataset_receive.py drdos.csv network.csv

root@ip767:~/detection_dataset# cat drdos-acc.csv
Moduld, Timestamp,Accuracy jDetection Rate,Detection Capability,Detection Time,Total traffic,Total malicious traffic,Detected malicious traffic,
DRDoS 2023-12-29-03_44_37 10.9995051138238206,0.9994991652754591, 1996 . 6666666667631, 10.481446743011475,6062,5990,5987

DRDoS {2024-01-05-11:11:4510.9996789727126806,0.9996752543840658,3079.333333333117, 16.143404960632324,9345,9238, 9235

Figure 6 Update of Malicious Traffic Detection and Resource Usage Knowledge Base
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B 6 SRR AT R e 5 B o R A B R

MEFEER (BERERENEER, WHIP K. BRI M. Fim e, Bom o8, TTL S8
fiE) £ NETCONF Whisl ) i &2 TR AT NFRE, Zxuid il 7 fix.

Extracting features......
packets per second:779.79
bytes per second: 8529.90
packet size mean: 167.95
src_ip_entropy: 4.92
dst_ip_entropy: 2.33
delta_src_ip_entropy: 5.39
delta_dst_ip_entropy: 3.81
TTL_entropy: 1.46
tcp_src_port_entropy: 1.0
tcp_dst_port_entropy: 1.0
udp_src_port_entropy: 4.93
udp_dst_port_entropy: 2.49
packet_size entropy: 4.05
sip | dip_entropy: 2.87

sip | dport_entropy: 2.16
dport | dip_entropy: 0.22
deviation: 0.6608

Figure 7 Knowledge Feedback
Bl 7 EniR

Kl 8 W], Ui E A BRIEAS B A7 1% 2 AT Jy 1R PE ) /monitor/monitor_information/feature. €15 1%f5 5
ff) CSV SV H 2023-06-12 FH M 2024-01-05, 3 B KR Hh (14 . 0 T B ARFAE £ 56 J 539 o

root@ip707:~/monitor/monitor_information# cd feature
root@ip707:~/monitor/monitor_information/feature# 1s
2022-07-19-12-37.csv  2023-06-06-02-20.csv 2023-06-07-08-58.csv 2023-06-12-05-51.csv
2022-07-19-12-38.csv  2023-06-06-02-21.csv 2023-06-07-08-59.csv 2023-06-12-05-52.csv
2022-07-19-12-39.csv  2023-06-06-02-22.csv 2023-06-07-09-00.csv 2023-06-12-05-53.csv

2023-06-06-02-14.csv  2023-06-07-08-52.csv | 2023-06-12-05-45.¢csv |[2024-01-05-11-07.csv|
2023-06-06-02-15.csv  2023-05-07-08-53.csv | 2023-06-12-05-46.csv |[2024-01-05-11-08.csV|
2023-06-06-02-16.csv  2023-06-07-08-54.csv | 2023-06-12-05-47.csv |[2024-01-05-11-09.csv|
2023-06-06-02-17.csv  2023-06-07-08-55.csv | 2023-06-12-05-48.csv ||2024-01-05-11-10.csv|
07- 6.csv | 2023-06-12-05-49.¢csv ||2024-01-05-11-11.csV|
07-

2023-06-06-02-18.csv  2023-0 8-5
8-57.csv | 2023-06-12-05-50.csv |[{2024-01-05-11-12.csv|
0,0.
0,0.

6-
6-
2023-06-06-02-19.csv  2023-06-
0
0

781.36,977748.09,1251.34,0.0,
781.36,977748.09,1251.34,0.0,

0
0
0

6,1.57,0.0,0.0,5.06,0.0359

.0,0.
0,0 6,1.57,0.0,0.0,5.06,0.0359

0,0.0,0,0,1.6,5.0
0,0.0,0,0,1.6,5.0

Figure 8 Update of Malicious Behavior Knowledge Base
E 8 WX ﬁjﬂﬁﬂiﬂﬁ E‘]E%ﬁ

(M) BEINGER

AATRIFFALE A S SFC BARIEFH R MUIZRE R . 25T Python T &, AT Se N ARHILIE R S
Hop e S AL, IR CmBE AT SR AT BG4 SFC BRI FERIR AN ZRE5 R, [RIAE F] S Bt
EHEAT AR 55 R Mo

1. R FERE Y I 2545 R
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W (3, EEMMIHESH 58 B, AH a5 B IUE FRIMRS: x BN 83 FRRRERA, y ik
o B, 2 SRR RS r  ARSCHE a A 0.1 4% 0.1 BB KIRIE S 0.9, B XAk, 2T RandomForest
(¥ PRSI ) i, 1T PageRank 43X A AHXS 5 5], PIHER « = 0.2 DL L3 5r A 30 & % RandomForest
AN o
SBGIE A SCHE H 1) PageRank 15 RandomForest AH4S & [FRFHEE B B ORI ML RE, AR S i T = HARRAE =
BEHER, 4004 PageRank 5 RandomForest 454 U H] PageRank. LA BT X RandomForest. &4
HJHCHT 20 MRFAE, WK 5.

Table 5 Selected Features of Three Methods
5 =R ITVEPTI K RFAE
FHEREFETT I RHEXFR
Fwd Packets/s, Flow IAT Mean, Flow Packets/s, Subflow Fwd Packets, Total Fwd
Packet, Fwd Seg Size Min, Fwd IAT Std, Fwd Header Length, Fwd IAT Min, PSH Flag

Count, Bwd Init Win Bytes, Flow IAT Std, Bwd Header Length, Flow IAT Min, FWD
Init Win Bytes, Flow IAT Max, Fwd IAT Total, Subflow Fwd Bytes, Packet Length

PageRank 5 RandomForest £

I
(=]

Max, Packet Length Variance

Fwd Bulk Rate Avg, Fwd Packet/Bulk Avg, Average Packet Size, Bwd Segment Size

Avg, Packet Length Min, Subflow Fwd Bytes, ACK Flag Count, Idle Min, PSH Flag
PageRank Count, RST Flag Count, SYN Flag Count, FIN Flag Count, Packet Length Std, Packet
Length Mean, Bwd Bytes Avg, Bwd Packet Avg, Bwd Bulk Rate Avg, Subflow Fwd

Packets, Subflow Fwd Bytes, Subflow Bwd Packets
Fwd Packets/s, Flow IAT Mean, Flow Packets/s, Subflow Fwd Packets, Total Fwd

Packet, Average Packet Size, Fwd IAT Std, Fwd Header Length, Subflow Fwd Bytes,

RandomForest PSH Flag Count, Bwd Init Win Bytes, Flow IAT Std, Bwd Header Length, Flow IAT
Min, Packet Length Min, Flow IAT Max, Fwd IAT Total, Subflow Fwd Bytes, Packet

Length Max, Packet Length Variance

FTF 5 FIH I 20 NME BURRAEBHTRMEE RS, 4% 7 0 3 M HL R R R il ZigE 5 IRAE, TELR
6. DRDoS $HFEHESE IREA S ECN 1299 286, HJIIZFEAS 909 500 4~ MlAREA 389 786 /. Al FHARIE VI
BRI RN LR S AR B TR R PERE

Table 6 DRDoS Feature Datasets

7% 6 DRDoS FF{iF £ di 4
HmmERA EEHRERAR B B A
plEE S 426 545 482 955
plliEeS 182 805 206 981

AR KR S R FH T DRDoS Al He o ) XGBoost HH & A5 R . H =M RIRHEILE £ 712
IERFAEST B VR FERE . Ebn] L, PageRank 5 RandomForest FH4% & (4FAEIE £ 5 0 S AR MER R =ik 0.9999,
FEAT I Chargen. Memcached 5 TFTP Brifi i) HHUAS [ 58 @ dEff (1.0) AR AHELZ R, RandomForest ##1iE
ERRTTIRSARHERIZE N 0.9970, % NTP 5 TFTP Mifiik #5684 EMH (1.0) , {HXF Chargen Hi I HERA AR BRI (£
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0.9892) ; ifif PageRank $FFi% % /7 72 M AR UERA =R A 0.9603, X} TETP Zadi Af 5¢ 42 IR 5 (HEREZR 1.0) , {HX} Chargen
T ) Y SR A

T =R AR BT VA S5 R, AT — 4 5] A LightGBM 5 KNN JAMHLEE 22 TR, LU Bt ig 1
Stacking ST, & [FIRTIR XGBoost Kl B, LB e AT ZRE 1] 5 R 26

SRPRFIECE R4 AR SR BRI ZRI (] . BT =, KA PageRank 5 RandomForest #FAEZE# 1] KNN
. XGBoost f2%, LightGBM % 5 Stacking 1 8 [YIIZRE ] 73531 9 75.81 s+ 160.09 s+ 73.10's 55 364.67 s
KR — R, S AR BT VA ML, SR PageRank 5 RandomForest i 6 45 10858 704 3)1| 45 o 7] d e«

SFPRRAEE RS AR SR L HE . A RERW, 5B R EL B VA L, B PageRank 5
RandomForest 41-¢5 i H I RF AETE A Y ZiA5e B4 o 0 0 Hh B v (R0 Af 8 o 2 VB AN I I (R0 S, v L3R T
T X% 25 DRDoS Btili 5 1E it & (IR L RS o L6 45 F M 2 A SCRFIEE £ 77 VE R 5 3L DDoS Btdi AR K
M J7 SR MRFAE, AT 2 52 T NSF AR Ik SAG g .

2. SFC BRAZIEFERIL I Rt R

TEARTCHEH 1) SFC B2 ik 51574, GAT+DRL AL H Pytorch HEZRIIZR. A1145 Il 4k SFC B2 ik A5
TR BIAR RSB S I Zd 72, AR A I ZRaE A A A O B B 4 Edb AT AR PRl 45 1

SU56 H Python 4t scil, ISR fEd IARSC S HOR B 1 LK 7,

Table 7 Parameter Settings
*7 ZHKE

SH e
Sk 0.001
PUERSYAE ! 12 000
WL e & 10 000
RRE T 0.9
frinl1 0.9
e CEyES 200
U RE& Adam

GAT+DRL BRTELE E SR . it 12 000 YGOSR A 5 A IR . BURAEBE NI SRk AR
IR R R AR IR RE U SRk AR IREOE A BT, ZITE 5000 RS IS E B E .

ZMAAE 19.4 min (IYIZRES K IS BN, JRREE X 4 TR 28 (1) DDoS Buili SR & i

() ELMRLER

E LR AR F I 2R 4 RS AL -2 DDoS JU it B S s b AG I, I ) 0 R R AR DA 1 S Wb di . A1 B 7
VPG 8 22 42 25 EAL E SR T+ 2R ol 14 5 B ARG DT [ 77 TR A R0, LA I J5 RGETERE 28 . HIRI 2K
F1 M4 SEBRMERIER ., BAKNIN L5 TMTDC S fahs LRI,

RETRE T 484 NSF MTBIHKL, WEKREd i, A3 EECT .2 DDoS Bidiii
B, R R H Y DQN V5 A SR H IR0 B 22 4 IS5 AL D7 050 3% SFC #6458, B G LU IR A2 (A
MR 3 8 45t T F.2K DDoS BUitiift S 7F il i 4% - DQN S92 Hi 1) SFC1 B 4% LA AR ST VAL A A3 21 (¥ SFC2
%A% T B SFC ALl PEREXS Eh o 1 Wixt T DRDoS Biiti, Flisk #6415 H['network', 'application', 'botnet', 'lddos', 'drdos’,
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'firewall'], DQN 5% H i) SFC1 4% M['drdos', 'Iddos', 'botnet', ‘firewall'], 1A AL 5% H Y SFC2 #5642
A['drdos', 'firewall'].

Table 8 Comparison of Detection Performance under Different Paths

7 8 AR NI E BE A HLAL

by G eyt Frik Az i1ES BEZE F1 4% LR/lE S
AppDDoS TR A% 0.7653 0.7592 0.7892 0.7782
SFCI1 #4% 0.8668 0.8798 0.8849 0.8841

SFC2 1% 0.9785 0.9749 0.9667 0.9697

DRDoS TR A% 0.8898 0.9778 0.9317 0.9331
SFC1 1% 0.9292 0.9566 0.9574 0.9582

SFC2 1% 0.9977 0.9943 0.9959 0.9991

NetDDoS TR H A% 0.9352 0.8924 0.9028 0.9028
SFCI1 f&4% 0.9813 0.9146 0.9492 0.9292

SFC2 1% 0.9805 0.9922 0.9943 0.9925

LDDoS TR H A% 0.8778 0.8653 0.8898 0.8524
SFCI 4% 0.9317 0.9428 0.9541 0.9510

SFC2 #4% 0.9934 0.9874 0.9757 0.9950

Botnet TR 6 45 0.9232 0.9274 0.9268 0.9245
SFCI 4% 0.9853 0.9425 0.9617 0.9646

SFC2 1% 0.9613 0.9641 0.9711 0.9679

SRR MRS RS IR Y SFC2 B4%, FURSiZe. AR5 F1 /- 8UEHTA 21 DDoS Butiiii & Y
FoE i 96%. SR, SFC2 BEAR MBI = AL 2 P84T 12.4%; 5 DQN J7ikfnik g 42 4H L7
BIRT; 4.6%, BARRIRS

Bhe 7 RS MALHT G, LDDoS. DRDDoS. NetDDoS LA K AppDDoS 5 LDDoS & Bl 2 AN 2R A B oy
T R B AR B JE 36T B o WU U B 48 TV B AR A 6 8 ok BT AT RSE B s 1T SR FH DQIN 792 B il 22 4 251t
WRTIR AR, IR EAL I AR INASIER, DR UG S AR TR 4% 123 PR AR . TEAR ST A BB 22 4 I 25 Ak
Jrike, R EHLRT I F M B R AR IE S R B TA ) SFC B R8s EHT T, 5 DQN Jikfnik AL,
IXBEAR K 7 AT [R], 98/ T AR AR B T 2 (¥ NSF AU, I FRAC T AG IS 3 R A R I 4. (R, 7
P BRI BGEIRE T, AW A B8 2 2RSS I TS B4R (KN SE B DQN J7ALIMK 42.8%, HUFI AR LMK
58.3%.

REBERRE A N =4 AR FBEAN TMTDC: lgAE (L) . DON Hikfikiss (8L 5486
BAEIRGS R RIS (LR . TIRERIEH TMTDC 2924 82, DQN kgt 87, M4 At 4Rl
#8172 TMTDC &% 5 &, 1A% 97, WiKES DON FNE B2 /il s 18.1%5 11.5%, R ILAGI AL /75
T o

(3 FHREERRIE R ELE
DNV Al R PR ST IS T BR A A R S R BB AR, ASCSB R Bl SFC RUBRAR BN TRBLER AT, RS

E 30 s X I DRDoS Bt o RV ST Al O BR ARG I IR SE = FEC AT AL B A (I SEAE 40 22 70 Z [A) 3 5)
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CRESCL) WA, RAEJEE RS 20 2 40 20 CEREEL) « MBI EANX—IZE T, £H
IR BT I P i B AT (8RR T

SR S ETR S ) TMTDC . IR, TSR AR TMTDC SA2K T 84 (S2£%) 5 THifE 15s 5, HIEM
BRI M AR I% A B 5 I AT ORZR) . H TMTDC REFR-EE 97, WIS AL S H 15.5%.

LRE TN, ASCHEH M B 2 A RS AL T VE BA R 5 TR ZRA I MR, X %28 DDoS Bk (R i 3%
HIE% 5 F1 - Hufa e @id 96%: 5B/ M DON BT Bk A L, ST R AL 2 1 2 R Tt 12.4% 5
4.6%, TMTDC 73737t 18.1%55 11.5%, [FIRFFEAR TAGMIN L. #bhl, 1207 b Redtaill 45 2R . R G B0 5 )
5 2 e B IURFE SO AR LR, Dy i 4822 A SRS HE I B B SR Ak 4R

I, it
ASCEE T 58 5 R 2% 22 R E X R e e R ST AT DAk, SE 0 A BG4 AE . NSF ARl 45 R 5 R4t
PR AR R BRI, RO AOM RIS DU 98 22 4 R 55 W St RE 0 SE R R HERR AR . 0B R E Y
S S A R TR AT CLRF ST, JF SEDUPRIE . KRR AIIADUAL, AT SERFIR AR SRS R S IR B o SEIG 25 AR W,
iR U5 SR BE S 58 R SFC BRARIEFE, 158 RSN DDoS M AL TN AE /7, A R IRI B 2 B SFC Y BR AR HE
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