Modern Engineering and Application X L2 5 M, 2026, 4(3), 25-41
Published Online August 2026.
https://ufascience.com/mea/index

—FE TR ERE R R e RS M T &

wilizy UFASCIE

JA Ji AR
RYIR 2L TF22RE, Y 518060, T 7%, H[H

THEL: WL 22 R P48 22 B AT T hr e 58S, s 4% 22 B3P 07 e fe it 1 T SE R B
SR, X P00 2% 22 4 R P (AT 70 2 AR v A FLAG S b, ) P SRR 2R 00 A T ) S I O 4 22 4 B 47 Y R FE 2
RS IEX I IV RN R B, An el RO P 90 46 22 4 A0 58 1) 1 SRR O el ST SR BB 0 S AL
i, AT AR SSR ER R g 1, RO — D EERE . Aotk A A5 . kT
—AN R, SR ERE . RS ThEE (NSF) [FIAG g5 S DL K RG0SR o5 FH (5 BB AR 28
=, & —HE PageRank 5 RandomForest FH45 & HIRFALLEFE T, HILLVR S R0 VR R b 20 3 UK AR AE I 50
SRS NSF;: 3=, RE—FEEER M (GAT) SIREEMS>] (DRL) RS &MBRISEE %, H
A= SRR R AR IF 1 E e 35 DI RERE (SFC) WYL E B/ AT 2800, siesas RRW], FiRZERENS IR
i S B S B, LA E RS AEAER R . AR F1 8 EEE 96%. 5B AE UL AR TR E Q
MZ% (DQN) JHEIEH MR, ASOTNEEEERERI RT3 5T 12.4% 5 4.6%, (CHARNEER
BENEES) (TMTDC) 735271 18.1% 5 11.5%, JFE3FE FRAR 7 ERARAG N SE . 22000F, ASCHR AR e %
ARATTE RS S DR B . R ROR, IR RGO R R A RE -

R PR ARIRE; FHEEEE; BRAREEE: RN

An Intelligent Security Service Optimization Method Based on Knowledge Base

XinRan Zhou
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Abstract: The network security knowledge base standardizes and integrates network security data, providing a
reliable foundation for real-time network security protection solutions. However, current research on network security
knowledge bases mainly focuses on their construction, while the potential to optimize intelligent security services for
real-time network security protection requires further exploration. Therefore, how to effectively utilize the vast amount
of historical knowledge in the field of network security and establish a feedback mechanism to update it in real time,
thereby enhancing the detection capability of security services against malicious traffic, has become an important issue.
Our contribution is fourfold. First, we design a feedback interface to update the knowledge base with information such
as features of attack traffic, detection outcomes from network service functions (NSF), and system resource utilization.

Second, we introduce a feature selection method that combines PageRank and RandomForest to identify influential
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features in the knowledge base and dynamically incorporate them into the NSFs. Third, we propose a path selection
method that combines graph attention network (GAT) and deep reinforcement learning (DRL) to learn the local
knowledge of the knowledge base and determine the optimal traffic path within the Service Function Chains (SFC).
Finally, experimental results demonstrate that the knowledge base can be updated in real time according to feedback
information, and the optimized service achieves an accuracy, recall, and F1 score exceeding 96%. Compared to preset
paths and paths selected using the deep Q-network (DQN) method, our proposed method increases the malicious traffic
detection rate by an average of 12.4% and 4.6%, respectively, enhances the total malicious traffic detection capability
(TMTDC) of the path by 18.1% and 11.5%, and significantly reduces path detection delay. It has been verified that the
proposed intelligent security optimization method can monitor malicious traffic in real time, update knowledge, and
enhance the system's detection capability against malicious traffic.

Keywords: Network security knowledge base; Feature selection; Path selection; Knowledge feedback
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Figure 1 Intelligent Security Service Framework
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Figure 2 Data Feedback Diagram
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HUOAFE A AR B IR M LS ) Q B, W% DIBRERIRA AN, TN ZARZS BT T aesh R (1
Q fH.
MRAT IR R ESR H ANF DDoS Bl B A AR E B 1 Je B\ GAT . 7E GAT 1, S4Bl 15 s
A MBOL R ILAR R AR IVRHES B, FTLRIE B2 AR 53 s B AT s kR REE 2R,
N A Bt 15 25 A Rl SRR AE
BN S EHEE A0 h={hl, h2, ~ ,hN}, hi € RF, Hf N EZRMNEERERSE, FRRE%
PRSI RFAEAEE . B S BRI TS R 1 AR R A 2 I AR )
ei,j = a(Whi, Whj) (6)
X, W € RF' XF RR IR IL MR MR . 2R REVE TR ANA T A, R AR 1 2 0] A48
e 2 AR S 1], AT E 58 s RAE Be T B a() BN R (i) 2 IAVIRAH G
RGO R L B eij #iE . NAEANEY R R R B A AT HOME, A SCH softmax BEUH 1K,
T BIAR AR R 3 7357
a i,j = softmax(ei,j) = exp(LeakReLu(a[Whi || Whj]))/ = k€& Ni exp(LeakReLu(a[Whi [| Whk]))  (7)
A, | RS AP a AP SEInE, FONERASHnE, KM N2 X F/
CBRHJEHRNGESE PR , F T 57 2079 iU AT & 2 A AR R B2 B34 30 a(Whi, Whyj)#RoR a 538 #1
J& 1 RN R
TERFAN AR JE FRHIE ) B Jfe LAYE FE AR e () B S0 FE RI0 IAL, FFE RS AU 5, B e] 18 264
T RIS I 1 2R A AL

h' i= 0(ZjENi aijWhj) (8)
FET GAT ERARHIE « T =0 A DU R P26 A (Al & SR DL R 230 o FH AR 2 A R B0 o7 RS O, AR S
A7 DRL #8535, JH40 SFC 4% 3%k £ Il B A A IR & BR8] 5 2l ek B0 B B 2R AT R s g R

(MDP)

IRZS: fE DRLAEZEH, REFRE R MR HRGNE L X SFC BRIk Fe R A, RS20 H GAT
i A R A AL 5 T R AR T RN R P e A A I R R R AE B R A B, RN VR St=(h' i, ), Hh' i
T B BOh GAT REFBIR RIRRFE, & o 2040 AR BR A HEAff 2

2« f£ DRL ', NSF [R5 th il SR A0 S A 45 R 51 5 BBl /R 2 [0] A 5E ONATIE NSF IR & A = {fl,
f2, -, f6}, GHE ARG G PG ki, LRI BEEARIAT —DBhERS, RISEXS R NSF A #4241
Ry BN BG K, WIEARSIRAMEER, AR 2 241k,

KJih: DRL & fefRim 0Ok B /MBI S0 (5 5 R R J8H, 22T HArREiE 284> NSF
I o4n TIER ), LOsRALiZah gt b T aett, 1% 1E 20505 & R IS A I R e o o R A I A 7 BA e
FIE I EIRZE R CPU S HIRMR: R, HPTEsIfFER 1 SFC Bfierh O & Il s, N4 ¥ 1122
Jil, MRS AR R R oAt vk . ZAE at I3 h ek oE SR
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rt=-o (NSFEEM) ; rt=MTDC + (1 - cpu usage)/n (HAIER) 9)
X, o H—AFEEIES, MTDC Mk NSF FB S ERAE 7, cpu_usage  CPU (HHIZE, n NEHE
FL T4 (¥ NSF 3
7E DRL BRI SR A, B BERTE RO R ¢ — DOAE MR IR PRBNME. e v 0 B 1 Z I HE: &
BER DL e (BERIE R QA RARANME, LL 1- e MBI EEEE MR R R RIS Y . BT 22 MF ML IE
Ve SRS, FRBAREBETREIER R, I AN LT &k BRI Az, R0 B AR R R I IR
Jt SFC HARIEREMIE RN ME, DMELE iR REEAE . PATENESS, MHRLAPIRA . B0ME. 2 55 4RREE BRAEN
Zu0ih: R MG R R SR TSR, SRR AR T SR B AR s S8 IR T P45 £ Tk
R PR3 2K bR BUE SN
J(O 9 =E[(rt+ v Q(st, argmaxa Q(st+1,a[ 0 )| 0 ' 1) = Q(s, at] 6 1))*] (10)
A, 0t 50" ¢3RRI S HRMSIISE, v IITET. SURRBUE SCKE B AR5
HAs QA rt+ v Q(st, argmaxa Q(st+1, a] 0 t)] 0 ' ) 5K B ITA ML (K14l T Q B Q(s, at| 0 )2 [A] 1345 iR 2 . B/
PAZAT R bR BT SR TH R RS RV A PR o« A SCR RS B T B S0 S HPAS N4 I SRR Bk i B, AKX
B+t= 0t+ B[rt+ v Q(st,argmaxa Q(st+l,a/01t) 0 ' t) — Q(s,at 0t)]VQ(s,at 0t) (11)
A, 0+t FoRB B T REEIE GG TH NS IR 24, B R N Mg f2 b i b K S 40
B 2 OV ARAGZE T 4 GAT 5 DRL HH45 & LI DDoS i I ZRIRRE . JeWIaa i 55 5 M4 S 4L,
FHAT R T GAT IUARFIESRIL, ik DRL & Eeik L e — e 7 XA EMEACH, BARANFOSIZE, KR
B 250 5057 2% SO ISE BT H AR S, S5 DRAF I R I (A2 D T30 i Y = ) PE A

mu. seiegsR

AR SY X T R 8 2 A RS AR AN T IR AT SRR S 45 AT . 5B (—) WA SRR 5B
() WAHETHOEMIERR: 5 (5 WIPAANRERE WA 5 (1D 5% %52 NSF R £ 5 1%
5 SFC MR L RIMERE: 56 (T WiF RFMEANF RS N LA IERE: BJE, NWRAIEH S %
0 SR AR PEXT AT R R R, BE (OX) R T ARSI 4 5 TMTDC VA 0118 e 58T IS RO

(—) ELWHE

AT H VMware vSphere #5 £ S50 5 . % M HALIZ1T Ubuntu 18.04, 43AC 16 GB WAF5 30 GB 2% 2% [A]
IR EBAFE-GHMIREEN. WEHKE. WEHREKE. —aHT 7 4ABEHRES EERENENIULL—F
HARENL . A4Sz, H Open vSwitch 5 OpenDaylight #J% SFC, Jiliid Docker SZH % NSF [ Rz L4k 8
%

ARSI R | 20 NSF, 045 NetDDoS £l . AppDDoS frill itk . Botnet £l . LDDoS
RIS E . DRDoS A IS 51 k8 . PPk RS0, ASCH Python A5 B T B i se F AU, 21 FhBit
IR P B ROE R AR B 5G RBE T (38 S1% . WU 7 2Rk 295 3

(2D PR

S PR UM TR T B MR, : RIBIERE . HERIR . RSHR. HERS F1 %, REEFEE R
RTINS BrbR 2 2 [ (55 2R o

WbAh, ASGEE LT H TGRSR F e BRI ERINZE . B AR & 5 0% SR s Al
671 (TMTDC) .« BRI & K I AR5 4 E R R B E& el b, i B RE A, n R
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AT ESRAEEG Ti A i R I SEI R, Al SRR i R Se e B SRR AR AR E SO
Detection Rate= =" i=1Ti/ X" i=1 Ai (12)
BEAEAT IS ST . X T —2% SFC BRA%, BRATATININ GE S eI RO, & — TR B PR RE PR F b . 5K (13D
20t BR AR AS I IS S PR T 5 A 5K

DelaySFC = X Ci=1 dealy(NSFc, NSFc+1) / C (13)
A, C R SFC K, =Ci=1 dealy(NSFc, NSFc+1)# " M5 ¢ 4 NSF 255 (c + 1)1 NSF A2} 4E,
Bl SFC ##4% b & Beisf a2 Al
TMTDC: ZIEhnfl & Tk s it LIRS ERNEe ), VP BRI & R bR, & SUR:
TMTDC = X Cc=0 MTDC(NSFc) / C + {Averagel]MTDC(NSFc)] X X Cc=0 MTDC(NSFc) /
(Averagel]MTDC(NSFc)] - C)} /C (14)
Rrf, C NEEHIE T FTik NSF f%E, MTDC(NSFe)%E R ¢ > NSF [ RS /1, = Ce=0 MTDC(NSFc)
FoRFTiEk NSF KLl 88 /12 F1,  Average MTDC(NSFc) |37~ ik NSF P26 68 /7. K0l fg J1 ¥ a2 8 4L
5 ARPAG HE R R, 2 SN
MTDC=1/(1 = =" i=I Ti/ =" i=1 Ai) (15)
(=) FREEHR
JIR 45 Th REAS R v S A IS R o A I 45 R FE e 2 . R E AR . AR ) SRR [A] s BEUR o
HIHRFRERE CPU S WAF G Z . B SRS R, X EIRFREI Socket #2143 5l 5 i 25 3% = i = A
TR E S G 5 R . O EIX SRR, AN R P O 2 2R R R AR SR AR R s, 1 S R
N T RV T RS s, HP IR TR E 7001 3 (iR DRDoS Al BE) IR Bk

root@ip707:-/detection dataset# python3 detection.acc.receive.py

In listening port 7001...

In listening port 7002...

In listening port 7003...

In listening port 7004...

In listening port 7005...

Data received from port 7001: b'DRDos,2024-01-05.11:11:45,0.996789727126806,0.9996752543840658,3079.3333333117,16.143404960632324, 9345,9238,9235'

Figure 5 Monitoring of Knowledge Base
B 5 R T O

6 S, YA 4 SR i TR R U A U R () /root/detection.dataset/drdos-ace.csv, T K R I A
B =ML IR &5 1 0 A T B IR o5 50U R B /root/detection dataset/drdos-usage.csv. W% s it m G 45 R A
(IR [A] R T H 2023-12-29 BEHA 2024-01-05, R AR EH PR R R ER N 4 RS R4 5005 5 S L 258 &
R

ro‘ot@xpw‘f 1~/detection_dataset# 1s

appddos.csv clean.py detection-usage-receive.py preset_policy_results.py
benchmark_policy_results.py detection-acc-receive.py drdos dynamic_policy_results.py

botnet.csv detection_dataset_receive2 lddos.csv

clean2.py detection_dataset_receive.py drdos.csv network.csv

root@ip767:~/detection_dataset# cat drdos-acc.csv
Moduld, Timestamp,Accuracy jDetection Rate,Detection Capability,Detection Time,Total traffic,Total malicious traffic,Detected malicious traffic,
DRDoS 2023-12-29-03_44_37 10.9995051138238206,0.9994991652754591, 1996 . 6666666667631, 10.481446743011475,6062,5990,5987

DRDoS {2024-01-05-11:11:4510.9996789727126806,0.9996752543840658,3079.333333333117, 16.143404960632324,9345,9238, 9235

Figure 6 Update of Malicious Traffic Detection and Resource Usage Knowledge Base
B 6 SRR AT R e 5 SRR o R B R

DOI: https://doi.org/10.61784/mea2029 36 AR AR5 R



WEFEER (BERERENEER, WIP K. B IP M. Fim e, B o8, TTL S8
fiE) £ NETCONF Whisl &2 TR AT AR E, Z kel 7 fix.

Extracting features......
packets per second:779.79
bytes per second: 8529.90
packet size mean: 167.95
src_ip_entropy: 4.92
dst_ip_entropy: 2.33
delta_src_ip_entropy: 5.39
delta_dst_ip_entropy: 3.81
TTL_entropy: 1.46
tcp_src_port_entropy: 1.0
tcp_dst_port_entropy: 1.0
udp_src_port_entropy: 4.93
udp_dst_port_entropy: 2.49
packet_size entropy: 4.05
sip | dip_entropy: 2.87

sip | dport_entropy: 2.16
dport | dip_entropy: 0.22
deviation: 0.6608

Figure 7 Knowledge Feedback
B 7 EiR R

Kl 8 W], Ui E A BRHIEAS B A7 1% 2 AT Jy F1iR PE ) /monitor/monitor_information/feature. €15 1%f5 5
ff] CSV 30 ELHT 2023-06-12 B A 2024-01-05, 32 B 1R v (A0 28 SR AiE O 5 BB

root@ip707:~/monitor/monitor_information# cd feature
root@ip707:~/monitor/monitor_information/feature# 1s
2022-07-19-12-37.csv  2023-06-06-02-20.csv 2023-06-07-08-58.csv 2023-06-12-05-51.csv
2022-07-19-12-38.csv  2023-06-06-02-21.csv 2023-06-07-08-59.csv 2023-06-12-05-52.csv
2022-07-19-12-39.csv  2023-06-06-02-22.csv 2023-06-07-09-00.csv 2023-06-12-05-53.csv

-08-52.csv | 2023-06-12-05-45.csv |[2024-01-05-11-07.csv|
-08-53.csv | 2023-06-12-05-46.csv |[2024-01-05-11-08.csvV|
-08-54.csv | 2023-06-12-05-47.csv |[2024-01-05-11-09.csv|

2023-06-06-02-14.csv  2023-06-07
2023-06-06-02-15.csv  2023-05-07
2023-06-06-02-16.csv  2023-06-07
07
07
07

2023-06-06-02-17.csv  2023-06-07-08-55.csv | 2023-06-12-05-48.csv ||2024-01-05-11-10.csv|
2023-06-06-02-18.csv  2023-06- 08-56.csv | 2023-06-12-05-49.¢csv ||2024-01-05-11-11.csV|
2023-06-06-02-19.csv  2023-06- 08-57.csv | 2023-06-12-05-50.csv ||2024-01-05-11-12.csV|
781.36,977748.09,1251.34,0.0,0.0,0.0,0.0,0.0,0,0,1.6,5.06,1.57,0.0,0.0,5.06,0.0359
781.36,977748.09,1251.34,0.0,0.0,0.0,0.0,0.0,0,0,1.6,5.06,1.57,0.0,0.0,5.06,0.0359

Figure 8 Update of Malicious Behavior Knowledge Base
B 8 B RAT R I ST

() B&RINGER
AT OSERHAEEFAE 5 SFC BRI FRIR AU ZREE R o 2T Python TR, AT e/ RHIELE FAE Y 1) 2
Hop e S AL, IR CmBEE AT AR, BEJE 4 SFC BRI SRR AN ZRE5 R, [FIAE F] Con Bt
SEHEAT AR 55 R Mo
1. KRR PR R I 2545
R (3D, HEMGDESE o 5B 2. AR« 58 BUE TGS x fiFRoR 83 MRAERM, v il
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o HHUE, 2 SRR EEAEAS . ARSCHE a A 0.1 4% 0.1 BB KIRIE S 0.9, B WX [AASMk. 2T RandomForest
(LRSS S I B i 17 PageRank M4- A AHXT 550, PIHGER « = 0.2 DL L1350 A 30 & % RandomForest
AN o

NIGIEAR SCH H 1) PageRank 55 RandomForest AH 45 & IRFIEIE B VA MR MERE, A SCAERR T = 2HRFEE
BEHER, 4004 PageRank 5 RandomForest 454 U H PageRank. LA T X RandomForest. &4
HJHCHT 20 MRFAE, WK 5.

Table 5 Selected Features of Three Methods
5 =R ITVEPT K RFAE
FHERLFETT I RHEXFR
Fwd Packets/s, Flow IAT Mean, Flow Packets/s, Subflow Fwd Packets, Total Fwd
Packet, Fwd Seg Size Min, Fwd IAT Std, Fwd Header Length, Fwd IAT Min, PSH Flag

Count, Bwd Init Win Bytes, Flow IAT Std, Bwd Header Length, Flow IAT Min, FWD
Init Win Bytes, Flow IAT Max, Fwd IAT Total, Subflow Fwd Bytes, Packet Length

PageRank 5 RandomForest £

I
=

Max, Packet Length Variance

Fwd Bulk Rate Avg, Fwd Packet/Bulk Avg, Average Packet Size, Bwd Segment Size

Avg, Packet Length Min, Subflow Fwd Bytes, ACK Flag Count, Idle Min, PSH Flag
PageRank Count, RST Flag Count, SYN Flag Count, FIN Flag Count, Packet Length Std, Packet
Length Mean, Bwd Bytes Avg, Bwd Packet Avg, Bwd Bulk Rate Avg, Subflow Fwd

Packets, Subflow Fwd Bytes, Subflow Bwd Packets
Fwd Packets/s, Flow IAT Mean, Flow Packets/s, Subflow Fwd Packets, Total Fwd

Packet, Average Packet Size, Fwd IAT Std, Fwd Header Length, Subflow Fwd Bytes,

RandomForest PSH Flag Count, Bwd Init Win Bytes, Flow IAT Std, Bwd Header Length, Flow IAT
Min, Packet Length Min, Flow IAT Max, Fwd IAT Total, Subflow Fwd Bytes, Packet

Length Max, Packet Length Variance

FTF 5 FIH I 20 NME SURRAEBHTRMER RS, % 7 1 3 M HL R R il ZigE SRR, TELR
6. DRDoS $HFBHREE IREA S ECN 1299 286, HJIIZFEAS 909 500 4. MlAFEA 389 786 /. Al FHARIE VI
BRI 2N LR S A B TR R PERE

Table 6 DRDoS Feature Datasets

7% 6 DRDoS FF{iF #di 4
HmmERA EEHRERAR B B A
plEE S 426 545 482 955
plliEeS 182 805 206 981

AR SCAE IR K4 5 5 FH T DRDoS Kl 55 i (¥ XGBoost I % 82 Hofr 45 5 . A = RN RRFHE L3 7 V5 T
TR AE X R IR VB JE RS . ELBE AT L, PageRank 5 RandomForest AH 45 & 4R AL 3 7 125 AR HERR R Fik 0.9999,
FEA I Chargen. Memcached 5 TFTP Brifi i) SHHUAG [ 58 @ dEff (1.0) AR AHELZ R, RandomForest ##1iE
R TTIRSARHERIZE N 0.9970, % NTP 5 TFTP Miifiik |58 4 EMH (1.0) , {HXF Chargen Zi U HERA ZR BRI (£
0.9892) ; 1fii PageRank 45 iF %35 75 1k MR UHERA 2 0.9603, XF TFTP Hadi il 58 451K 7)) (HERfIZ 1.0) , {HX} Chargen
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A A
Tk (A I

T =R AR BT VA S5 R, AT — 4 5] A\ LightGBM 5 KNN WA HLEE 22 TR, LU Bt ig 1
Stacking ST, & [FIRTIR XGBoost KB, LB e AT ZRE 1] 5 Rl 26

PRI B AL SRR UIZRET ). BT S, R PageRank 55 RandomForest £JfIFE£E ) KNN 4
. XGBoost f2%, LightGBM #7515 Stacking 1 8 [YIIZRE ] 73531 9 75.81 s+ 160.09 s+ 73.10's 55 364.67 s
KR — BRI, S AR BT VA ML, SR PageRank 5 RandomForest i 6 45 (0458 704 3)1| 45 o 7] f e«

SFPRREE RS AR SR L uE . A RERW, 5B RRREL B VA L, B PageRank 5
RandomForest 4175 i H IR AETEAEAN Y S5 24 o 0 0 Hh B8 v (R0 Af 6 o 2 VR AN I I B0 S, v L3R T
T X% 25 DRDoS Btili 5 1E it & (R L RS o SE6 45 F M 2 A SCRFIE R £ 77 VE R 5 $ L DDoS Btdi AR %
SN J7 SR MRFAE, AT 2 52 T NSF ARSIk SAG g .

2. SFC BRAZIEFERIL I 2Rt R

TEARTCHEH ) SFC B2 ik 51574, GAT+DRL AL H Pytorch HEZEIZR . A1145 Il 4k SFC B2 ik 5
TR BAR RSB S I Zd 72, AR I ZRAF RS A AE O B ek B 4 Bk AT AR PRl 45 R

S256 H Python 4t scil, ISRt fEd ARSC S HO B 1 R 7,

Table 7 Parameter Settings
*7 ZHKE

SH e
Sk 0.001
PSR4 12 000
WL e & 10 000
RRE T 0.9
frinl1 0.9
SRR 200
U RE& Adam

GAT+DRL BRTELE E S8R it 12 000 YGOSR IA 5 A IR R . BURAERE NI SRk AR
IR R ER AR IR RE U SRk ARIREOE A BT, ZITE 5000 RS IS E B K E .

ZMAE 19.4 min (IYIZRET K IS BN, IRREAE X 4 FLRPANR 28 (1) DDoS Buili SR & i

() ELMRLER

FE LR AR F I 2R 4 RS AL -2 DDoS JUw it B S s AG I, I ) 0 PR AR A i S Wb di . A1 B 7
VPG 8 22 42 R 25 EAL FE SR T+ R GoRr i 14 5 B ARG DU ST [ 77 TR AR 000, LA I J5 RGETERE 28 . H RT3
F1 M SERRERTER, BAKNINZES TMTDC S f6ts FiRM.

RETRE T 4842 NSF MTBIHRL, MR Ed i, A3 EECT 7.2 DDoS Biiiii
B, R R H Y DQN V5 A SR HE IR 8 22 4 IS5 AL D7 050 3% SFC #6458, B G LU IR A2 (A
MR 3 8 45t T F.2K DDoS BUii it S 7F il i i 4% - DQN S92 Hi 1) SFC1 B 4% LA AR ST VAL Ak A3 1] 1) SFC2
%A% T B SFC ALl PEREXT Eh o 1 Wixt T DRDoS Biiti, Flik #6415 H['network', 'application', 'botnet', 'lddos', 'drdos’,
'firewall'], DQN 5% Hi ) SFC1 4% N['drdos', 'Iddos', 'botnet', ‘firewall'], £ A A4k i3k ) SFC2 ## 4%
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A['drdos', 'firewall'].

Table 8 Comparison of Detection Performance under Different Paths

7 8 AFIBRAR NI E BE A LA

by G eyt Frik Az i1 ES BEZE F1 4% LR/lE S
AppDDoS TR H A% 0.7653 0.7592 0.7892 0.7782
SFCI1 #4% 0.8668 0.8798 0.8849 0.8841

SFC2 1% 0.9785 0.9749 0.9667 0.9697

DRDoS TR A% 0.8898 0.9778 0.9317 0.9331
SFCI1 4% 0.9292 0.9566 0.9574 0.9582

SFC2 1% 0.9977 0.9943 0.9959 0.9991

NetDDoS TR H A% 0.9352 0.8924 0.9028 0.9028
SFCI 4% 0.9813 0.9146 0.9492 0.9292

SFC2 1% 0.9805 0.9922 0.9943 0.9925

LDDoS TR 6 45 0.8778 0.8653 0.8898 0.8524
SFC1 4% 0.9317 0.9428 0.9541 0.9510

SFC2 #4% 0.9934 0.9874 0.9757 0.9950

Botnet TR 6 45 0.9232 0.9274 0.9268 0.9245
SFCI 4% 0.9853 0.9425 0.9617 0.9646

SFC2 1% 0.9613 0.9641 0.9711 0.9679

SRR MRS RS IR Y SFC2 B4%, FURSiZe. A% S F1 /- 8UEHTA 241 DDoS Butiiii &
FoE i 96%. SR, SFC2 B MG IR =AM 2 P53 TF 12.4%; 5 DQN J7ikfnik ig 42 4H L7
BIRT; 4.6%, BEARRILS

Bhe 7 RS MALHT G, LDDoS. DRDDoS. NetDDoS LA K AppDDoS 5 LDDoS & B 2 AN 2R A Koy
T I B AR B ZE 36T B o SO I 48 TV B AR i 6 2 ok BT AT RSE B s TSR FH DQIN 792 B il 22 4 251t
WRTIR AR, IR EAL I AR INASIER, DR UG S AR TR 4% 123 PR AR . TEAR ST A BB 22 4 I 25 Ak
JriE, RSO F M BGE IR R AR S R R TA M SFC BB E T Bit, 5 DQN kit s aAH b,
IXBEAR K 7 AT [R], 98/ T AR AR B T A 2 (¥ NSF AU, I FRAC T AG I 5 3 R A R I 4. (R, 7
P BRI BGEERIRE T, AW AR B8 22 RS I T3 B AR (KN SE B DQN J7ALIMK 42.8%, HUFI AR LMK
58.3%.

REBERRE A N =4 AR FEAN TMTDC: FllgaE (L) . DON Hikfikia (8% 5486
BARIRGS R (L) . TRERIEH TMTDC 2924 82, DQN kgt 87, M4 Gt ka5l
#8172 TMTDC &% 5 &, 1A% 97, WiKES DON FNE B2 /il s 18.1%5 11.5%, R ILAGI AL /75
T o

(3 FREERRIE R ELE

DNV Al R PR ST IS T BR AR A R 5 R RE AR, ASCSB IR Bl SFC RUBRAR BN TRBLER AT, BEJS

7E 30 s PYSXT it Bl DRDoS Bodi o 1R 2 508 AT Jo (1 BR A A U I 48 JE2AT] TR B A% (KB AETE 40 5 70 22 )¢ 3

CERESEL)  WEHSE, MNEUERER 20 £ 40 200 CEEREL) . MRS T T, £
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IR ST I P i B AT R TR T

SR ETRI S ) TMTDC . AN, TR AR TMTDC $A2K T 84 (S2£%) 5 ThifE 15s 5, HIEM
BRI M BRI I R B S I AT ORZRD) . H TMTDC REFR-EE 97, WIS H 15.5%.

LRE T AT, SRR R B 2 RS AL T VE BAT R I AE LR A B, X %28 DDoS Bk (R ff 2% o
AIE#% 5 F1 -8R e @i 96%: 5B/ M DON Bt Bk A AH L, ST R S AL 3 2 R Tt 12.4% 5
4.6%, TMTDC 73737t 18.1%55 11.5%, [FINFFEAR TAGIIN L . #bhl, 1207 b ReiA i 45 2R . R G B0 5 )
5 2 e B IURAE SO AR LR, Dy i 4822 A SRS HE L 0 B B SR 4R

I, it
ASCEE T 58 2 R 2% 22 e R R X R e = R ST AT DAk, SE 0 A BG4 AE . NSF ARl 45 R 5 R4t
BRI AR R SRR, IR RO LR DU 98 22 4 R 55 (0 ST RE 0 SE R R HERR AR . 0B R E Y
SIS S A R TR AT CLRF S ST, JFSEDLERIE . KRR AIIADUAL, AT SERFIR AR SRS R S IR B o SEIG 25 AR W,
iR U5 SR BE S 58 R SFC BRARIEFE, 1458 RSN DDoS M AT TN GE /7, A R PRI B 2B SFC YR AR HE
FERR TAR R, A SOREAE 252 W0 28 P4 855 o 36 I 2 1 MR (10 B e 2 A R 55 DAL ki A 2k, IR
GAT+DRL #2 r AN [A) S HURUE BRARIE BRI FEM ,  LARE— B S THER AR ARSI 58

SR
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