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Enhancing Cybersecurity in 5G Networks Systems through Optical Wireless
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Abstract: With the recent global deployment of 5G networks, it has become imperative to ensure secure and
reliable communications. Given that standard radio frequency (RF) communications have security flaws such as
eavesdropping, signal jamming, and cyberattacks, wireless optical communications (WOC) offers a viable alternative.
Using technologies such as visible light communications (VLC) and free space optics (FSO), 5G networks can enhance
the speed and efficiency of data transmission while simultaneously enhancing cybersecurity. In addition to discussing
the advantages of optical wireless communication technology compared to RF solutions and the challenges that need to
be addressed, this paper examines how WOC technology can enhance cybersecurity in 5G networks.
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