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Abstract: As cyber-physical systems (CPS) continue to play a pivotal role in modern technological landscapes, the
need for robust and transparent machine learning (ML) models becomes imperative. This research paper explores the
integration of explainable artificial intelligence (XAI) principles into unsupervised machine learning (UML) techniques
for enhancing the interpretability and understanding of complex relationships within CPS. The key focus areas include
the application of self-organizing maps (SOMs) as a representative unsupervised learning algorithm and the
incorporation of interpretable ML methodologies. The study delves into the challenges posed by the inherently intricate
nature of CPS data, characterized by the fusion of physical processes and digital components. Traditional black-box
approaches in unsupervised learning often hinder the comprehension of model-generated insights, making them less

suitable for critical CPS applications. In response, this research introduces a novel framework that leverages SOMs, a

Copyright © 2026 by author(s) and Ufascience Publisher.
This work is licensed under the Creative Commons Attribution international License (CC By 4.0)
http://creativecommons.org/licenses/by/4.0/

D OPEN (- ACCESS

XESIH: BT, P AT IR BRI MG B RG4S )]. AT SR, 2026, 4(1): 44-51.
DOL: https://doi.org/10.61784/mea2009



http://creativecommons.org/licenses/by/4.0/
https://ufascience.com/mea/index

WL, PR

powerful unsupervised technique, while concurrently ensuring interpretability through XAI techniques. The paper
provides a comprehensive overview of existing XAl methods and their adaptation to unsupervised learning paradigms.
Special emphasis is placed on developing transparent representations of learned patterns within the CPS domain. The
proposed approach aims to enhance model interpretability through the generation of human-understandable
visualizations and explanations, bridging the gap between advanced ML models and domain experts.

Keywords: Cyber-physical systems; Explainable artificial intelligence; Interpretable machine learning;

Self-organizing maps; Unsupervised machine learning
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Figure 1 SOMs Shown in (a) the Output Space and (b) the Input Space Changed to Fit the 2D Spread of the Points

that were Entered
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Figure 2 A Way to Judge the Quality of K Clusters Using the Silhouette Coefficient and the Davies-Bouldin Index
for Various SOM Map Sizes
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Figure 3 Clustering Performance Comparison Using SOM and Input Dataset
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Figure 4 The Percentage of Nearest K Features in the BMU's most Significant Feature List
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Figure 5 Feature behavior for the 'flag' feature of the KDD data set across clusters
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