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Precautionary Principle for the Use of Facial Recognition Technology within the

Esports Ecosystem?

Fang Deng
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Abstract: Esports (‘electronic sports’) are gradually emerging as a significant economic market. Esports
participants - including professional and amateur players, workers, and fans who are part of the esports ecosystem
- have been subjected to various forms of toxic behaviours, particularly online sexual harassment. To ensure a safe
environment for all individuals involved in esports, video game publishers and third-party organisers are expected to
implement appropriate measures to mitigate such behaviours because it can improve the negative image of video game
communities and can further increase the number of gamers. Against this background, this article explores whether
video game publishers and third-party organisers may lawfully employ facial recognition technology as a protective
measure to prevent harmful conducts in online environments. Therefore, the deployment of facial recognition
technology could prove to be a valuable tool for both video game publishers and third-party organisers in fostering safer
online and offline environments within the esports ecosystem. To that end, it will consider how the precautionary

principle can be applied to the use of facial recognition technology within the esports ecosystem, as a means of
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preventing toxic behaviour by players and fans. This research seeks to lay the foundation for the responsible use of
emerging technologies to safeguard esports participants within the esports ecosystem.
Keywords: Precautionary principle; Esports players; Facial recognition technology; Human rights; Toxic

behaviours; Esports ecosystem; Video game publishers
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