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A Highly Reliable, Self-Healing Risk Decision Engine for Distributed Power

Systems

Yang Cao, Yang Su”, Peng Zhou, Xianhan She, Qian Liu
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Abstract: Addressing the characteristics of distributed power systems (DPS)—characterized by numerous nodes,
wide geographical reach, and fragmented access—and the shortcomings of existing security technologies such as single
risk execution methods, lack of hierarchical classification, insufficient business continuity assurance, and delayed
response, this paper proposes a multi-dimensional, collaborative, highly reliable, and self-healing risk decision engine.
This engine integrates three core modules: decision matrix construction, strategy generation and conflict detection, and
instruction encapsulation and transmission, supplemented by a closed-loop feedback optimization mechanism. A
dynamic decision matrix is constructed using five-dimensional input vectors, including device historical behavior scores
and security rule matching degrees, to achieve four levels of risk-level response: observation, rate limiting,
reinforcement, and isolation. Experimental results show that the engine improves strategy matching accuracy by over
40%, reduces business interruption risk by 75%, and improves operation and maintenance efficiency by 90%, meeting
the second-level risk response requirements of distributed power systems and providing technical support for the safe

and stable operation of smart grids.
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Figure 1 Overall Architecture of the Risk Decision Engine
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Table 1 Decision Dimension Factors
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Table 3 Example of a Conflict Type Matrix
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